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Abstract: The rapid development of Internet technology has led to the advent of the network era and many changes in society. Under such background, terrorism crime also changes its traditional ways of committing offence accordingly, and makes full use of the convenience, fast speed and high efficiency of the network platform to carry out terrorism activities, which seriously threaten the security and stability of the world. Starting from the characteristics and new trend of terrorism crime, it is of great significance to probe into the corresponding countermeasures to terrorism prevention and crime striking in order to curb terrorism crime, safeguard national security and world peace as well.
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In recent years, under the high pressure from the global war on terrorism, the direct contact of terrorist organizations or terrorists is easy to be detected by counter-terrorist agencies, which badly influences their traditional ways of behaviors and activities. The rapid development of Internet technology and its increasing popularity, make it become indispensable in people's life ranging from study, work, communication to sharing information. In the meantime, terrorist groups are taking the advantages of the Internet, such as its instant transfer of information and the covert subject identity, to commit terrorism crime that is so immeasurably destructive and pernicious that endangers the security and stability of international community. 
Origin and Development of Network Era

In the 1960s, the Defense Department of the United States established the first remote packet-switched network in the world, which announced the emergence of network. In the 1970s and 1980s, computer LAN was generated and recognized by ISO (International Standardization Organization). In the 1990s, the integration of the Internet enabled the global connectivity and the development of network technology. In the 21st century, with the drive of computer and network technology, the birth of intelligent mobile terminals represented by Apple mobile phone and the social network software represented by Facebook, enables a closer connection between network and people. The Internet imposes more and more influence on people’s daily life, and the Internet+ economy makes people almost totally dependent on the Internet (Bai, Duan & Cong 2017 ).
Network society becomes a new form of modern society. Network has no national boundaries. In the world of the Internet, netizens live in the virtual countries, societies and communities. The net world reclassifies the social structure, idea of social classes is shattered, so the equality of all is realized. The Internet changes the way people interact and relate to each other, and imposes huge influence on politics, economy and culture. On the Internet, one may express his views and supervise governmental activities. The network economy develops rapidly. People obtain timely information and conduct remote financial interaction via the network. The network culture becomes a new culture with large number of users. At the same time, terrorists also take advantage of the Internet to spread their ideology and plot activities. 
New Trend of Terrorism Crime in Network Era 
The use of Internet for terrorism can be traced back to the 1990s, and it is a product of the marriage of terrorism crime and virtual cyberspace in the network era. As countries around the world have increased efforts on war against terrorists, which confines their sphere of traditional terrorism activities, therefore, the terrorist organizations turn to cyberspace for new development. 
2.1. The trend of high-tech and high-intelligence development of terrorism activities in the network era.   
Terrorists launch attacks with the aid of virtual network space. They take virus as weapons and network as battleground, set the infrastructure as targets, aim at stealing valuable information or destroying the targets. Unlike traditional ones, the terrorism crime nowadays gradually turns to be technology-based. To conduct terrorism attacks via the Internet saves human power and weapons, however, the victim countries can do nothing else but to whip up public condemn due to lack of sufficient evidence. In addition to attacks on government websites and stealing state secret by using virus, the terrorist groups also spend a large amount of money purchasing high-tech weapons and equipment to be used in terrorism activities as they desire. 
2. 2. The transmissibility of the Internet turns the network globalized. 
More than a decade ago, terrorism is mainly concentrated in the Middle East and Central Asia, but visible from the case analyses in recent years, terrorism crime spreads throughout the world. In recent years, terrorist groups make use of the convenience of the Internet to recruit new members, plot and organize criminal activities worldwide, which facilitates the globalization of the terrorism activities. For example, in the United States and Europe, there are a large number of immigrants and their descendants. Due to the increasingly deteriorated social problems, many immigrants are targeted by terrorist organizations. According to French media reports, there were thousands of radical activists from European Union countries joined the local terrorist organizations in the Middle East. Some of them seriously endangered the security of EU countries after they returned back to their counties (Pei 2015). The global spread of terrorist crime is becoming increasingly severe, and terrorist groups in different countries and areas have also intensified their contact and cooperation via the Internet. 
2.3. The speediness of the Internet facilitates the universality of terrorist propaganda.
Extreme terrorist organization ISIS (Islamic State of Iraq and al Shams) uses the Internet to conduct a series of activities ranging from brainwash, instigation to command and plotting. By inciting via the Internet propaganda, the terrorist groups deceive and rope in many people to be extreme militants. John Allen, the US retired commander served in the US forces in Afghanistan, who was later in charge of coordinating the network fight against the ISIS, believes that the Islamic state has unleashed a horrible war on the Internet...recruiting and transforming innocent people into terrorists (Pei 2015). Countries involved in the fight against the extremist groups must extend the "battlefront" to the Internet and stop more people from being instigated by the Internet propaganda of "Islamic state" to become extremist fighters. 
2.4. The high stickiness of the Internet users facilitates organizing of terrorist activities. 
    Terrorist organizations target at those social networks with large numbers of users to release information, incite public opinion and plot illegal activities by transmitting texts, pictures and videos. Islamic terrorist groups of East Turkistan ever uploaded produced videos to Youtube website, where they spread their extremist religious thoughts to their followers, organized them to carry out attack plotting and simulated drilling. The implementation of a terrorist plan, apparently seems to be conducted by a single or several terrorists, but in fact there is always a strict and well-organized group manoeuvring behind the scenes, such as the 2011 Terrorist Attack in Moscow and 2015 Terrorist Attack in France, both were implemented by big terrorist organizations. For each part, not only the plotting but also the training and selection of terrorists, there were persons appointed to take charge, which ensured the success of the plans. Without doubts, all activities heavily relied on the Internet (Pei 2015).
Major Forms of the Internet Terrorism Crime.
3.1. Dissemination of videos with terrorism ideology.
By making use of the confidentiality and abruptness of the network media, the terrorists not only spread video data of terrorism ideology, but also share extremist ideas with netizens via different kinds of social communication channels. For instance, ISIS not only disseminates traditional preach videos on the Internet, but also the bloody beheading videos, which cause the social panic in European countries and the United States. In addition, after watching the video, some followers arrive in the Middle East battlefield to take part in the terrorism activities, which proves the direct and obvious influence of Internet propaganda. In 2014, a media report showed that at least 7,000 foreign fighters were involved in terrorist activities in Syria and Iraq. Among them, CNN said, "there are dozens and up to 100 Americans", while there were 500 to 2,000 British citizens were presumed to have joined the local terrorist group. Even so far, the US and Europe have not been able to eliminate those adverse effects. The United States has deleted the beheading videos of Steven Sotloff and James Foley on Youtube in the first place, but it still can not eliminate the social panic (Internet Lab 2014).
3.2. Unscrupulous use of hot topics of social media to spread extremist thoughts.

In recent years, as for the ways of propaganda, unlike before, the terrorists are more overt on the Internet, they are no longer masked and dressed up, they openly upload their photos to social network. In terms of communication channels, it has also been transformed from the anonymous delivery to the broadcasting stations, to occurrence of "official" publicity account of the social network. Their propaganda is rich in contents, and even includes systemic data. Mirror, the influential British media, has ever reported that ISIS has started to follow popular twitter topics such as The X factor and David Cameron, using social media hashtags to spread extremist ideas (Internet Lab 2014).
3.3. Use the Internet to recruit young terrorists.
In recent years, with the increasing number of Internet users around the world, more and more terrorists are not merely content with spread of terrorism thoughts, but to recruit local civilians to join in them since the gatherings of local people may not catch the eyes of police. For example, in the influential 2015 London Attack, those three major attackers were all British citizens who had been recruited by terrorists via the Internet. From the cases of terrorist attacks in recent years, it is clear that the terrorists turn to be younger and younger, some of whom are under age who are not mature enough to distinguish the right from the wrong, so they are more easily bewitched by the terrorist groups to be trained as “killing weapon”. The average age of the terrorists being responsible for the British subway bombings is under 20 while that of terrorists in Russia Attack is under 22 (Bai, Duan & Cong 2017).
    3.4. Publicity of false terrorist information and hacker’s virus attack.
By taking advantages of the high speed and convenience of the Internet, terrorist groups spread some false terrorism attack plans. Since the public still have psychological shadow after those terrible terrorist attacks in recent years, the terrorists implement the strategy of “psychological attack” to evoke social widespread panic by spreading false attacking information on the Internet. Meanwhile, the terrorists also use viruses and hackers to attack the governmental network system, steal important files, and attack the control system of the city's infrastructure, which paralyze the city, cause social panic and very serious results. 
4. Countermeasures to Terrorism Crime in the Network Era

4.1. Counter-terrorism campaigns based on the Internet data.

The new trend of terrorist activities in network era puts forward new demands and great challenges to national counter-terrorism capabilities. To every action there is, of course, an equal and opposite reaction. The full use of the technological transformation in network era also provides an opportunity for innovation and development. 
4.1.1. Network data provides the source and research of intelligence for counter-terrorism.
The prerequisite for counter-terrorism campaign is to accumulate a large amount of data, which directly affects other steps of intelligence analysis. In the network era, all the terrorists activities will leave behind the traces on the Internet, which can be monitored and detected by the supervisory control system in the large and medium-sized cities, and it provides a large amount of data support for intelligence collection and analysis in counter-terrorism campaign. On the other hand, in the new network era, national counter-terrorism needs to be based on some fundamental theories related to artificial intelligence, machine learning, mode recognition and so on. With the power of data mining, introducing neural network and decision tree algorithm, logical relations between events and figures are identified from huge amounts of data mining so as to predict the behavioral outcome of the related entities.
4.1.2. Dynamic prediction and monitoring of terrorist activities by network data.
In network era, to fully grasp and use mass, fast and diverse data facilitates to simplify the counter-terrorism work procedures. By applying the data, to predict or monitor terrorist activities or to do data visual analysis in the specific work, including obtaining intelligence data, data pre-processing, data mining, the formation and visualization network, thus to have dynamic prediction and monitoring of terrorist activities, finally obviously grasp all kinds of activities of terrorist organizations and formulate early warning report.  
    4.2. The urgency of international cooperation in the network era.
At present, international community has realized that terrorist organizations conduct propaganda and carry out activities via the Internet, but effective countermeasures have not been taken yet. The Security Council's rotating presidency, Egypt’s Foreign Minister Sameh Shoukry points out that a "comprehensive international strategy" is needed to fight back against terrorism opinions and ideology, and appropriate mechanism is also needed to coordinate the necessary actions and resources. Steven Crown, Vice President & Deputy General Counsel of Microsoft, reported at an conference that just 15 minutes after the terrorist attacks in Paris, 7500 pieces of Twitter messages appeared. In two weeks, online comments reached to millions, even there occurred many “views in support of the terrorism". It’s now a global problem that the terrorists make full use of the Internet, so all the network companies, countries and NGOs (non-governmental organizations) must coordinate together to deal with the problem. Liu Jieyi, the former China’s representative in the UN (United Nations), proposed several countermeasures at the meeting to highlight the necessity of international cooperation, and to maintain the peace and stability of the world (Liao & Xu 2016). 
4.3. Improvement of the legal system of network counter-terrorism.
    Network terrorism is very harmful to the society because it’s covert and always happens unexpectedly, so it’s necessary to set up a sound legal system to provide solid supports for attacking terrorism crime. In legislation field, network terrorism crime is newly rising, so there are still no definite laws and regulations against it in some countries and regions, which results in terrorists’ escaping from legal punishment. Therefore, it’s significant for countries to make laws in response to terrorism crime in the new era. In January 2016, China passed Anti-Terrorism Law, which manifests China’s determination to fight again terrorism to maintain the world’s security and peace (Hua 2015). As for transnational terrorist crime, all countries should strengthen cooperation, set up specialized international law, such as Countermeasures to Fighting against International Terrorism and The Convention on Cyber Crime, to make a definite division of jurisdiction for approval of attacking terrorism crime. Once each nation has her clear responsibility and devotes herself to this cause, terrorists are hard to get an chance to escape (Liao & Xu 2016). 
Difficulties in the Counter-terrorism Crime in the Network Era.
    5.1. Appropriate boundary of screening Internet counter-terrorism data.
In network era, in the process of terrorism data collection, it needs to be careful about the boundary of information and intelligence gathering, because it would infringe the privacy rights of ordinary citizens if someone supervises their online activities in the name of anti-terrorism. However, if privacy is overprotected and some questionable data is concealed, the source of counter-terrorism data will not be secured. This requires the counter-terrorism departments to have good knowledge about the boundary between privacy and non-privacy. Under the constrains of legal framework, privacy is protected whereas counter-terrorism data is collected rightfully (Pei 2015).
5.2. Difficulties in the analysis of massive network data.
The methods and techniques of processing counter-terrorism data are the core of the counter-terrorism, which directly affects the quality of intelligence, and ultimately influences the effectiveness of counter-terrorism operations. Especially when facing massive network data, how to extract the helpful ones from the vast data is just like looking for a needle in a haystack. Therefore, it is important that the counter-terrorism data analysis are realistic and dynamic, so that the channels of information transmission between terrorism organizations are blocked, and their violence is to be effectively stopped. 
     5.3. Difficulties in sharing counter-terrorism information. 

At present, in many countries, counter-terrorism intelligence is controlled by different functional departments, taking China as an example, it is collected by different departments such as the public security agencies, the national security agencies and the armed forces, which results in difficulties in information sharing and intelligence integrating. Therefore, we should break through the barriers between different departments, establish an information sharing mechanism among public security agencies, government departments and social service industry, establish an counter-terrorism database and an intelligence analysis system as soon as possible, in order to monitor the main source of information, conduct data collation first, and finally conduct data categorization based on different responsibilities of different departments for a further excavation and analysis of intelligence. 
5.4. Insufficiency in manpower of collecting counter-terrorism intelligence.
In network era, there are common problems in the countries around the world: in some occasions, some agencies may rely too much on network counter-terrorism data while ignoring counter-terrorism human power. In the meantime, there is a shortage of language professionals and experts as well. 
5.5. Insufficiency in the research on the characteristics of terrorists on the Internet. 
    Globally, it has become a mainstream trend for terrorists to use Internet tools to promote extremist ideas, recruit extremists and spread terror atmosphere. Studies, however, have mainly focused on the means currently implemented in Internet terrorism activities in many countries, but done little about the further research. This is mainly because people imposed less importance on the series of changes in the organizational structure, operation mode, recruitment and propaganda of the terrorists. There exists a great gap between national security needs and academic knowledge accumulation, and also the gap between domestic counter-terrorism research with international one (Internet Lab 2014). That is the goal that the INTERPA members are striving for from now on. 
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